& AppCheck

100%
Signatureless

Anti-ransomware



Never
mind
the
security

100% Signatureless proactive defense
Detects file damaging action
Automatic recovery encrypted files
Ensure data integrity and availability
Excellent compatibility with antivirus
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AppCheck Pro / Anti-ransomware solution selected by 350,000 users

AppChECK Pro From proactive defense to automatic recovery, AppCheck Pro provides complete ransomware
for Windows Server protection at once. Defend your information assets from various hazardous environments with
built-in Exploit Guard and Cleaner.

AppCheck

System is
from Ransomware threats.
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Real-Time Protection

Exploit Protection

MEBR Protection

Network drive protection

Check Ransomware Block vide

Ransom Guard - Detect and Block Ransomware

+ Defend from 700+ Zero-day ransomwares
Automatically recover damaged files and delete files generated by ransomware.

+ Restrict access from ransomware infected PC trying to damage network shared folders to protect
shared files.

Exploit Guard - Real-time Exploit Detection and Protection

+ 100% Signatureless based exploit detection and real-time protection.
Protect web browsers, office applications and others from script and email exploits.
+ Select application groups for protection adjusting to user environment.

Cleaner - Malware, Adware, Spyware Removal

« Effectively remove Possibly Unwanted Applications(PUP/PUA] such as adware and spywares.
Optimize PC performance by returning threat affected registry and services to normal state.
+  Remove temporary files to optimize PC and disk performance.

Centralized Backup

« Automatic backup supports both local and network storage.

« Maximize usage of currently existing storage resources of organization.

« Configuring Auto Backup to existing inexpensive network storage effects equivalent with central
backup solution at no additional cost.



Never mind the security

Ransomware
detection response
process

File monitoring, blocking, and repairing all at once.
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Malicious code running

[Traditional detection
and prevention point]

2. Real-time backup
[Occurrence of doubtful change]

1. File monitoring
Monitor files to determine whether it is

malicious or normal behavior Backup the original file at RansomShelter and
at the time of change. continuously monitor the process.

3. Detect file damaging processes

If persistent file damage is detected,
it is considered as ransomware.

4. Block process and recover 5. Continue task

Recover all damaged files after detected Continue to work without any additional action
process is terminated.

Exploit detection
response
process

Safe from APT and exploit attacks with Exploit Guard

=0

1. Targeted process monitoring 2. Exploit attack

Monitor Web Browser, Flash, Memory allocation and process execution
Java, Office, Acrobat

3. Block process

Black at the time of
abnormal behaviar occurred

4. User Notification 5. Continue task

Recover all damaged files after detected Continue to work without any additional action
process is terminated.
[Transfer Log to central server]



AppCheck Pro World's First Anti-ransomware designed for Linux Server
for Linux Server

Provide ransomware protection and recovery feature with 100% signatureless context awareness
based ransomware behavior engine as the first introduced product introduced in public
organization.

Your information assets are safe with self-protection feature even when root authority is
deprived.
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World’s first anti-ransomware for Linux Server

«  Block ransomware file damage action.
« Automatically recover damaged files.
« Detect file changes with 100% signatureless context awareness based ransomware behavior engine.

Smart folder protection

«  Double security with ransomware proactive defense and additional directory protection.
« Able to select protection behavior based on file changes in the specified folder.
«  Monitor all files in the folder regardless extension.

Self-protection secure against hacking

+ Product behavior and settings cannot be changed without additional certification even when deprived
root authority by self-protection feature.

« Immediately respond with alert when detect abnormal behavior of server.

«  Send detected logs to multiple administrator emails

Detect file damage behavior via different paths

« Detect damage behavior of boot and file through hacking.
« Detect ransomware pretending as normal programs
« Detect known/unknown ransomware



CMS Monitor ransomware infection and detection logs at a glance
Centralized with centralized management solution.
Management

Easy to manage from installation to uninstallation, automatically creates the reports you need,
and sends notifications when threat occurs to check immediately.

.
i
i

.000
i

From installation to uninstallation

«  Supports unattended installation for corporates / organizations for uninterrupted workflow.

«  Deploy using e-mail or PMS (Patch Management Software).

«  Deployment CMS Cloud without separate server implementation / CMS Business can be maintained in a
closed network environment.

Notifications alert and detailed information

« Define date ranges and filters to acquire report with relevant information.
« Able to check inflow path in case of exploit attack
«  E-mail notification on ransomware and exploit attack detection.

Control at anywhere

« HTML5 based console provides full control only using web browser.
« Responsive to mobile web environment enables to control anywhere in the world.
« Informative dashboard provides all useful data at a glance.

Recover from damage

«  Provides different backup options to help planning organization’s backup needs.
«No need for additional backup software.
« Backup only important files for efficient storage use.



Product Line Up

Operating System

CPU
Memory
Free Disk Spaces

Web Browser

AppCheck Pro

Microsoft Windows
718181710 (32/64bit)

Intel Core i 2.66 GHz

26B higher

10GB higher

Internet Explorer 11/
MS Edge / Firefox / Chrome

AppCheck Pro
for Windows Server

Windows Server
2008 R2 higher

Intel Xeon Dual Core higher

4GB higher

64GB higher

Internet Explorer 11/
MS Edge / Firefox / Chrome

AppCheck Pro
for Linux Server

Red Hat Enterprise
Linux 6 higher
CentQS 6 higher
Ubuntu 12.04 LTS higher
Other Kernal
version 2.6.23 higher

Intel Xeon Dual Core higher

4GB higher

64GB higher

Internet Explorer 11/
MS Edge / Firefox / Chrome

P

CMS

Cent0S 7.0 higher

Intel XEON 3.0GHz higher

4GB higher

200 GB higher

Internet Explorer 11/
MS Edge / Firefox / Chrome

* Recommended

Certification and

Joined to AMTSO - International Malware Testing Organization

AppCheck Pro, 2017 the best paid anti-ransomware by TechRadar
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(13494) A Bldg #502, U-space 2, 670 Daewangpangyo-ro, Bundang-gu, Seongnam-si, Gyeonggi-do, Korea

Homepage https://www.checkmal.com
Tel +82-31-701-2001
Email contact@checkmal.com

The information published in this document can be changed without prior notice.

© CheckMAL Inc.



