@ CHECKMAL

WANNACRY ZHMHSO 24 21 A

Sf H MO R 2 215 U07|1 9L WannaCry 44210] (Ransomware)i= UES 29 4|9 SMB 22 2 A
8 #0pES B0 UI=a0] HZE Hor 2IE Chyo: %%6# OpyTE Q3 ULICh

UEH 2HX0] 20| 0|20 B AAH Lo ZRfoHs 21, AT, 29, SY4 SO Hlo[E TS esfon, T
=72 o5t 5 AR HH(VSC 52 HHOH YTHE TUS Q1T (RHA)R HIERI(Bitcoin) IH SHHE K|ZoHX]
oLOmt B3} BILS o] ELICt

XtZ £KX : https://intel.malwaretech.com/botnet/wcrypt/?t=24h&bid=all

WannaCry 2iM42/01e] 2L R A2 H|3H AppCheck AlA I[F 2017-05-12 19:34:33(3t=2 A|2H0f| £[XZ =H0l
O] £IUC, dliel= 5 & 12 Y(Bh= Al 5 & 13 & M) RE @ 222t Z0[, T HAH|0lM WannaCry 2H90] Z¥A
ot 20 =7 QUELCH

ot=o| B2 dliQ| 2t H| WSt WannaCry HHEI0] (2 2 AIZE2 H|=SHHLE 25|21 82 A20| 7|AtetE AlFECH =
L R Al2f0| @8] Wt = =~ UASLICH

OHO|| X7}t =l WannaCry $#Hd90{= 2017 1 3 & 15 Lofl 2t I§X|2} 0|F0{E! Windows SMB(Server Message
Block) ¥ [E Al FQF™(CVE-2017-0143, CVE-2017-0144, CVE-2017- 0145, CVE2017-0146, CVE-2017-
0148)22 520| O|R0{Zl M2, |4 Ot THX[DF MEE|X| 942 AARO| BIUT| WhZ0H| THA|IZF LHO| HIERIZ0|
ZE W2 AR AARO| 2o Z A4H0| & 2Q10] = USLCE

LS i |
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w8t SMB Z2EZ2 20| RE 2R XZolM HXE ALREl 7|S0|2tM, YRX|X| 4 mRED ForHat 2 Agof
224 7|20] W=l 2% WannaCry A0 IFE2(0] 2 4 o] YYALIC

=R SMB Z2EZ2 Atald JHZ0] H{2] 30 A 20| £|= OFF Q2E DIO|A2 AT EALS| J|= 2 OHUO|LL FEFX|
£ SROt=H ABElE 3/ Z2ESQUH|, £[£ SMB Z2EE0| THS0X|= A0 = SMB Z2 =22 Hobgof| Tt
12310| TSOFCI D L USLICY.

ook, Of2fit 20| A| 4l A0l A Z=AF FX|SHK| 2ot=(5 E 17 & 16:00 Al @4xt) WannaCry 2.5 B §1E0] of2{et 2
ol A M hA|

Of, BXIZ| 1 U= SEHYULICE (OF2H DO M= M FA TMH HFEH 2l S T 3942 oY E ThZ0] 2hsditt A
MOl L)

SHA256: 925b3acaa3252bf4d660eab22856fff155f3106c2fee7567711cb34374b499f3

File name WannaCry.exe :

=
Detection ratio: 3/ 61 ‘r 3 0

Analysis date: 2017-05-15 07:20:22 UTC ( 32 minutes ago )

= Analysis @ File detail @ Additional information ® Comments o ) Votes

Antivirus Result Update

Baidu Win32.Trojan.WisdomEyes. 16070401.9500.9556 20170503
CrowdStrike Falcon (ML) malicious_confidence_67% (D) 20170130
TrendMicro-HouseCall Suspicious_GEN.F47V0514 20170515

X2 X : https://www.virustotal.com/en/file/925b3acaa3252bf4d660eab22856fff155f3106c2fee7567711cb34374b499f3/analysis/

X2 WannaCry 012 2P = ISt RS HAEZ HTHEH Of2et ZELICY.

© 2018. CheckMAL Inc. All Rights reserved.



@ CHECKMAL

WANNACRY 324 STEP #1

5 AMAHE IHY2 “mssecsvc2.0 (EA] 0|F : Microsoft Security

Microsoft Security Center (2.0) Service Properties (Local Computer) X

General LogOn Recovery Dependencies

Service name:  mssecsvc2.0

Display name: Microsoft Security Center (2.0) Service

Description:

Path to executable:
C:A\Users\ NG ssccsvc exe -m security

Startup type: Automatic v

Service status:  Running
Start Stop Pause Resume

You can specify the start parameters that apply when you start the service
from here.

Start parameter

WANNACRY 324 STEP #2

M=l M2 stE Y= www.ifferfsodp9ifjaposdfjhgosurijffaewrwergwea.com Kill Switch =@ A0 B&2
Al=38t] WannaCryptor HHd9|0{(Ransomware) 2| Ao ({£0F 27|, 2HF =0|QI0| SEE[0] UK E’a*% FEfQI A

Rol= FdHo = SHRLIC

WANNACRY &84 STEP #3

AISHEl WannaCryptor HHAL01= A|ARI(S) THY 244242 JHEI C:¥Windows¥tasksche.exe IS AlA 91 AlsHs|0f
2(H) 0 4242 7181 C:¥ProgramData¥qarlldinupcv423 = syuukjyl842 59| CHFsH ZLH{HS MAIs}

[
ofe s YdRLch

2
icl
]
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WANNACRY 324 STEP #4

WannaCry S Q2 QI3f| 24 20{0i| 2ol 4 Tt =52 ot2Het Z&LICt.

C:¥ProgramData¥qarlldinupcv423

C:¥ProgramData¥qarlldinupcv423¥msg

C:¥ProgramData¥qarlldinupcv423¥TaskData¥Tor
C:¥ProgramData¥qarlldinupcv423¥@Please_Read_Me@.txt
C:¥ProgramData¥qarlldinupcv423¥@WanaDecryptor@.exe
C:¥ProgramData¥qarlldinupcv423¥@WanaDecryptor@.exe.lnk
C:¥ProgramData¥qarlldinupcv423¥00000000.eky

C:¥ProgramData¥qarlldinupcv423¥00000000.pky

C:¥ProgramData¥qarlldinupcv423¥00000000.res

C:¥ProgramData¥qarlldinupcv423¥b.wnry (HF&F 2t Hi A Tt = @WanaDecryptor@.bmp)
C:¥ProgramData¥garlldinupcv423¥c.wnry (C&C A{H B! Tor OfY F=4)
C:¥ProgramData¥garlldinupcv423¥f.wnry (A2 otE DY U2 E8)
C:¥ProgramData¥garlldinupcv423¥r.wnry (fH449)0] 2| ¢t I = @Please_Read_Me@.txt)
C:¥ProgramData¥garlldinupcv423¥s.wnry (C:¥ProgramData¥qgarlldinupcv423¥TaskData 2# ZIP 43 mH)
C:¥ProgramData¥garlldinupcv423¥t.wnry (Y 22t/S oo} 22 IHY)
C:¥ProgramData¥qarlldinupcv423¥taskdl.exe
C:¥ProgramData¥qarlldinupcv423¥tasksche.exe (qarlldinupcv423 A{H|A B A|ZF T2 724
C:¥ProgramData¥qarlldinupcv423¥taskse.exe
C:¥ProgramData¥qarlldinupcv423¥u.wnry (@WanaDecryptor@.exe IHY)

ojn

=0H)

WANNACRY 324 STEP #5

OFY A 0] 30f= IHY 55} sHQ|E 4eldt= “Ci¥ProgramData¥qarlldinupcv423¥tasksche.exe” IHU0| AlsHz|0f
U2 o} Ciof THAO]| CHSH S 2(H) £-824S hixl(attrib +h)ZLIC.

Lot JIe 4 Gle S0 & Ofof tiet et 815 SH O 2 "icacls . /grant Everyone:F /T /C/Q" BE0IE dAFLICH
SRl MY AT 2o Chadt 22 O E HAdto 5 T2HA S2E TAFLICL

taskkill.exe /f /im mysqld.exe
taskkill.exe /f /im sqglwriter.exe
taskkill.exe /f /im sqlserver.exe
taskkill.exe /f /im MSExchange*
taskkill.exe /f /im Microsoft.Exchange.*
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Y A2t Aol= <2 THUE> <& 2HH> WNCRYT YEHZ L2oioh @ 2| FXO 2 <2 THUYE> <22 2
F>. WNCRY HE{lZ = otE oS MYt

fob T

[

0 Name Date modified Type Size
D @Please_Read_Me@.txt 5/29/2017 3:24 AM Text Document 1KB
¥ @WanaDecryptor@.exe 5/29/2017 3:24 AM  Shortcut 1KB
[ Original File.omp.WNCRY  1/26/2017 10:50 PM  WNCRY File 1,076 KB
0 Original File.doc WNCRY ~ 1/26/2017 10:24 PM  WNCRY File 24KB
0 Original File.hwp.WNCRY  1/26/2017 10:27 PM  WNCRY File 16 KB
D Original File,jpg. WNCRY  1/26/201710:53 PM  WNCRY File 152 KB
0 Original File.mp3.WNCRY  2/21/2013 9:16 PM  WNCRY File 6,768 KB
[ Original File.pdf WNCRY  1/26/2017 10:30 PM  WNCRY File 21KB
D Original File.png. WNCRY ~ 1/26/2017 10:57 PM  WNCRY File 36 KB
0 Original File.ppt. WNCRY ~ 1/26/2017 10:32 PM  WNCRY File 312KB
[ Original File.tf. WNCRY 1/26/2017 10:41 PM  WNCRY File 10KB
0 Original File.bt. WNCRY 1/28/2017 9:04 PM  WNCRY File 3KB
[] Original Filexlsx WNCRY  1/26/2017 10:45PM  WNCRY File 9KB
O Original File.zip. WNCRY ~ 1/28/20179:04 PM  WNCRY File 6,951 KB

oY Y=ot ol AE MH| C|ASO| CiSt Aot bR 2= AENK| Y2 DM S AMXN(SHR| 4o, MY Aot 22
= AEHON Y& IS "C:¥Windows¥Temp” RIA| 0] <= Xt>, WNCRYT HE[Z HASI0 21 o~ Q== AMK|
2|stL|C

=

Rl

WANNACRY 324 STEP #6

I} @53} 0|01 @WanaDecryptor@.exe T AS Sl ChSTH 212 BHO|Z 25 MER 2AH AF| Y 2E
27 S HZS Sofl YBBEP| O HENR 278 4 Q=S BLICE

cmd.exe /c vssadmin delete shadows /all /quiet & wmic shadowcopy delete & bededit /set

{default} bootstatuspolicy ignoreallfailures & bcdedit /set {default} recoveryenabled no &

wbadmin delete catalog -quiet

oY A2 3t 0|20fl= Tor IZEES S0t 54l X0 2 "C:¥ProgramData¥qarlldinupcv423¥TaskData¥Tor” 20 LK
Off Tor 22 oS MgelL(Ct.
[0 Name Date modified Type Size
D libeay32.dll 12/31/1999 11:00 ...  Application extension 3,123 KB
D libevent_core-2-0-5.dll  12/31/199911:00...  Application extension 408 KB
[4] libevent_extra-2-0-5.dll  12/31/1999 11:00 Application extension 402 KB
D libevent-2-0-5.dlI 12/31/1999 11:00 Application extension 703 KB
D libgcc_s_sjlj-1.dll 12/31/1999 11:00 ...  Application extension 511KB
B libssp-0.dll 12/31/1999 11:00 ...  Application extension 91KB
D ssleay32.dll 12/31/1999 11:00 ...  Application extension 695 KB
[ taskhsvc.exe 12/31/199911:00 ...  Application 3,026 KB
[ tor.exe 12/31/1999 11 Application 3,026 KB
D zlib1.dll 12/31/199911:00 ...  Application extension 105KB
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WANNACRY 324 STEP #7

OFX|af £HEA|of| M 8- =l= WannaCry #HA90] HIAIX] oM s ZFE 2 H(H(Q| Aojofl w2t $+=20{(Korean)& Zgt
St 28 I HO{E 2 HIA|X| 2 AUAISD| QI8H “C:¥ProgramData¥qarlldinupcv423¥msg” &0 Lo £XsH= THU S 08
SHL|C},

=

[ ] m_bulgarian.wnry [ ] m_italian.wnry

[ ] m_chinese (simplified).wnry | ] m_japanese.wnry

[ ] m_chinese (traditional).wnry [ ] m_korean.wnry

[ ] m_croatian.wnry [ ] m_latvian.wnry

[ m_czech.wnry [ ] m_norwegian.wnry
[ ] m_danish.wnry [ ] m_polish.wnry

[ m_dutch.wnry [ ] m_portuguese.wnry
[ m_english.wnry [ ] m_romanian.wnry
[ ] m_filipino.wnry [ ] m_russian.wnry

[ 7] m_finnish.wnry [ m_slovak.wnry

[] m_french.wnry [ ] m_spanish.wnry

[ ] m_german.wnry [ ] m_swedish.wnry

[ ] m_greek.wnry [ ] m_turkish.wnry

[ ] m_indonesian.wnry | ] m_vietnamese.wnry

1 2/0f IfY U5t o SO 2 @Please_Read_Me@.txt A E T} HIES ot H HIAS
@WanaDecryptor@.bmp It = H23sHL|Ct.

m @Please_Read_Me@.txt - Notepad

File Edit Format View Help
Q: What's wrong with my files? A

A: Ooops, your important files are encrypted. It means you will not be able to access
them anymore until they are decrypted.

If you follow our instructions, we guarantee that you can decrypt all your files
quickly and safely!

Let's start decrypting!

Q: What do I do?

A: First, you need to pay service fees for the decryption.
Please send $300 worth of bitcoin to this bitcoin address:
12t9YDPgwueZ9NyMgw519p7AA8isjr6SMu

Next, please find an application file named "@WanaDecryptor@.exe". It is the decrypt
software.

Run and follow the instructions! (You may need to disable your antivirus for a
while.)

© 2018. CheckMAL Inc. All Rights reserved.
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Alo1of BRIVt 2 El= AIFUA 2=0{(Korean) HIAIXPF Z&El “Wana DecryptOr 2.0" HAIX| S
H
H.

AlZELHO T2 XISOHX| 42 B2 23U o5 % T2 S 7Y 5 SiChs LHE0| XH|0of ASLICH

%" Wana DecryptOr 2.0 X

Ooops, your files have been encrypted!
What Happened to My Computer?

'Your important files are encrypted.
Many of your documents, photos, videos, databases and other files are no longer
accessible because they have been encrypted. Maybe you are busy looking for a way to
recover your files, but do not waste your time. Nobody can recover your files without
our decryption service.

Payment will be raised on BBl .1 1 Recover My Files?
6/1/2017 03:26:52 Sure. We guarantee that you can recover all your files safely and easily. But you have
not so enough time.

Time Left 'You can decrypt some of your files for free. Try now by clicking <Decrypt>.

But if you want to decrypt all your files, you need to pay.

You only have 3 days to submit the payment. After that the price will be doubled.

Also, if you don't pay in 7 days, you won't be able to recover your files forever.

‘We will have free events for users who are so poor that they couldn’t pay in 6 months.
Your files will be lost on

How Do I Pay?

Payment is accepted in Bitcoin only. For more information, click <About bitcoin>.
Please check the current price of Bitcoin and buy some bitcoins. For more information,
click <How to buy bitcoins>.

And send the correct amount to the address specified in this window.

After your payment, click <Check Payment>. Best time to check: 9:00am - 11:00am

ANATT Lo WA o 3o T3

6/5/2017 03:26:52

Time Left

. N Send $300 worth of bitcoin to this address:
bitcoin

prmrer e [12t9YDPgwueZ9NyMgw519p7AASisjr6 SMw

AME

ot

[eNe]

&/ cHECKMAL
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WANNACRY 824 STEP #8

£3| WannaCry 90z AIAR 22 A|DfCt CHE 1 22 Xt dl2LS Sl Aks HAl(0] T oot 3! ZX| QfLY
HIAIRPE X EH o 2 A dE LT

HKEY_LOCAL_MACHINE¥SOFTWARE¥Microsoft¥Windows¥CurrentVersion¥Run

- "C:¥ProgramData¥qarlldinupcv423¥tasksche.exe"

tqdIlfzbsctgohv917 Properties (Local Computer)

General LogOn Recovery Dependencies

Service name:  tqdifzbsctgohv917
Display name: tqdifzbsctgohv917

Description: A

Path to executable:
cmd.exe /c "C:\ProgramData‘tqdifzbsctgohv917\tasksche exe"

Startup type:

o

Service status:  Stopped

‘ Start l ‘ Stop ‘ ‘ Pause ‘ ‘ Resume ‘
You can specify the start parameters that apply when you start the service
from here.
Start parameters: | |
ok ][ Cancel | [ ol
WANNACRY 32 STEP #9
H< 2H57t Ele 222 WannaCry HAE0l= 2HE 212|0iM 445 H LE S Fol| 2|20| CHfot IP AMS S T}
o

Il5E 7HX UAFLICY.

No. Time Source Destination Protocol Length Info

© 2018. CheckMAL Inc. All Rights reserved.
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ST T V1522 QIS ZYE 21712 8t= T|A3 REO| A[Z2HO] X|Eofl T2t & | 2REE SH0| TaY = Aes
2 THed| Adel|of AFEH 2Rt OfL[2h Y E o THE S MO0 T AE-E[X| GH=5 XS St0{0F gL|Ct.

81 S 8H= WannaCry 244901 B 2.0 T} CHEL20|X|3, sfQlol M £EE opdAE Foj= 22go=
JHUIE0! 2.5 E= 4.0 A7 B{FO| Of2f 0]0]X|9f 200| BOlE|T Qo B2 SMB [opH U LIt Q. HAloz
WannaCry 21490 52 8 X|4H 02 20| 0|20{X o= GAIELICt

Wanna Crypt v2.5

Ooops, your files have been encrypted!

not so enough time.

You can decrypt some of your files for free. Try now by clicking <Decrypt>.
But if you want to decrypt all your files, your need to pay.

3rd, some words like 'View' mean different things in different

that these keys should be some how chaged so we would be able

How Do | Pay?

Payment will be raised on
different translations. | have some problems with specially this

00 ,00 ,00 which was used in different places, and there is one important
. . 4th, in some places where place holders are used, the result will
not so enough time.
You can decrypt some of your files for free. Try now by clicking <Decrypt>. v

Your files will be lost on

. . - - Send $600 worth of bitcoin this address:
CCRLOROL bitcoin

About bitcoin Check Payment

X WannaCrypt 4.0

shutdown PC

WannaCrypt 4,0 28
vy WannaCrypt 4
il

bitcoin sesrtsa WannaCrypt 4,0 tends
anda bitcoin 15 hitps://bitcoin, co.th/

AR R

e WannaCrypt 4,0

a S

anans biaursriddannzly

Decrypt

Check Payment
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HE 1.[I0C / KILL SWITCH] 20174 05€ 15% 16:00 [1]

www[.Jiugerfsodp9ifjaposdfjhgosurijfaewrwergwea.com

www][.Jifferfsodp9ifjaposdfjhgosurijfaewrwergwea.com
HE 2.[10C/C2 DOMAIN & IP1 2017 '# 05& 15¥ 16:00 [2]

57g7spgrzlojinas.onion
76jdd2ir2embyv47.onion
cwwnhwhlz52magm?7.onion
gx7ekbenv2riucmf.onion
sqjolphimrr7jgw6.onion
xxlvbrloxvriy2c5.onion
1.rvb87.org
astra4925.startdedicated.de
belegost.csail.mit.edu
belegost.seul.org
blogs.a01x.de
cloud.cfotr.com
cryptochess.rvb87.org
cyberdynesys.org
dannenberg.torauth.de
ehlo.4711.se

ftp.rvb87.org
imap.rvb87.org
ip93.ip-94-23-173.eu
joostrijneveld.nl
kerksanders.nl
kili.joostrijneveld.nl
Ifbn-1-14687-209.w2-3.abo.wanadoo.fr
maatuska.4711.se
marliesrijneveld.nl
mysql.rvb87.org
ns1.epow0.org
off-scan-21-12-2014-mvd.ditchyourip.com
poop.rvb87.org

ppcseed.ns.7server.net

© 2018. CheckMAL Inc. All Rights reserved.
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ramonj.nl

rvb87.org

seed1.fair-coin.org
static.148.176.243.136.clients.your-server.de
stigatle.no
testnet3.btcseed.kronolabs.com
testnet-seed.bitcoin.petertodd.org
testnet-seed.bitcoin.schildbach.de
tor.epow0.org
tor-exit.stigatle.no
www.rvb87.org

2.3.69.209:9001
50.7.151.47:443
50.7.161.218:9001
62.138.7.231:9001
83.162.202.182:9001
94.23.173.93:443
128.31.0.39:9101
136.243.176.148:443
146.0.32.144:9001
163.172.153.12:9001
163.172.185.132:443
163.172.35.247:443
171.25.193.9:80
178.62.173.203:9001
185.97.32.18:9001
188.166.23.127:443
193.23.244.244:443
213.61.66.116:9003
217.172.190.251:443
188.166.23[.]1127:443
193.23[.]1244[.1244:443
2.3.69[.]209:9001
146.0.32[.]144:9001
50.7.161[.]218:9001
217.79.179[.177

128.31.0[.139

© 2018. CheckMAL Inc. All Rights reserved.



213.61.66[.]1116
212.47.232[.]1237
81.30.158[.]223
79.172.193[.132
89.45.235[.121
38.229.72[.116
188.138.33[.]220

HHE 3.[I0C/MD5] 2017 '3 05¢ 15¥ 16:00 [3]

d724d8cc6420f06e8a48752f0da11c66
24f32da258b8c42c71abfb7577fb35a8
84c82835a5d21bbcf75a61706d8ab549
db349b97¢37d22f5ea1d1841e3c89eb4
f107a717f76f4f910ae9cb4dc5290594
7f7ccaal6fb15eb1c7399d422f8363e8
800446ec5d8b6041f6b08693d8aa1d53
fefe6b30d0819f1a1775e14730a10e0e
f97d2e6f8d820dbd3b66f21137de4f09
7e6b6da7c61fcb66f3f30166871def5b
5bef35496fcbdbe841c82f4d1ab8b7c2
638f9235d038a0a001d5ea7f5c5dc4ae
86721e64ffbd69aab944b9672bcabb6d
d6114babf10ad67a4131ab72531f02da
80a2af99fd990567869e9cf4039edf73
f0d9ffefa20cdadf5b47b96b7f8d1f60
3c6375f586a49fc12a4de9328174f0c1
4362e287ca45a4862b7fe9ecaf46e985
509c41ec97bb81b0567b059aa2f50fe8
7a2726bb6e6a79fb1d092b7f2b688af0
007a71c83b7e5e7dee8ccaschb13e86¢1
31dab68b11824153b4c975399df0354f
54a116ff80df6e6031059fc3036464df
3175e4ba26e1e75e52935009a526002c
246c2781b88f58bc6b0da24ec71dd028
bdda04ebcc92840a64946fc222edc563
93ebec8b34a4894c34c54cca5039c089
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82fd8635ff349f2f0d8d42c27d18bcb7
46d140a0eb13582852b5f778bb20cf0e
f9992dfb56a9c6c20eb727e6a26b0172
c39ed6f52aaa31ae0301¢c591802daz24b
€61256583c6569ac13a136bfd440ca09
becOb7aff4b107edd5b9276721137651
b7f7ad4970506e8547e0f493c80bas41
2b4e8612d9f8cdcf520a8b2e42779ffa
05a00c320754934782ec5dec1d5c0476
9503af3b691e22149817edb246ea7791
f9ceebe75b7f1298aece9145ea80a1d2
32f5d4bb6e967ac8c15950322b69975b
7c742d6cc135784323395ecc7d526bf6
b8a7b71bfbde9901d20ab179e4dead58
84a912cc30e697c4aab6978fb2fceb7c
835fff032c51075c0c27946f6ebd64a3
3e0020fc529b1c2a061016dd2469ba96
ff81d72a277ff5a3d2e5a4777eb28b7b
eb7009df4951e18ccbe4f035985b635¢
57aaa19f66b1eabbbea9891213ae9cf1
08bab082019257268a3726ae75463f47
92cc807fa1ff0936ef7bcd59c76b123b
82fc5885862b097bebec9ec2176e30f1
13d702666bb8eadcd60d0c3940c39228
947d69c0531504ee3f7821574ea405a7
c3e7343ae0de8f6c6a907ba06925fe19
0156edf6d8d35def2bf71f4d91a7dd22
38089fd3b6f1faabscfe9d74fd1e29f0a
52ba0c7470f214486da9a6c7a710afal
1fd3d102d83758e8317df2380821e807
7d37adca26c6c830fbea’78ed68de166b
df535dcb74ab9e2bala63b3519eee2bb
2822abbaff89f989a4377b3c54067540
57b5c96abfd7ab5f33d9e3c20067687a
8ff9c908dea430ce349cc922cee3b7dc
8424e87370e83d18d1239f43238b318b
efa8cdabaa188ef8564c94a58b75639f
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4b27c04d8c3befcOb534c1e41933245d
bObadc4ce72ce584ef0855249dbb0d98
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HE 5. [I0OC / FILE EXTENSIONS] 2017 'H 052 15¢ 16:00

.123,.3dm, .3ds, .3g2, .3gp, .602, .accdb, .aes, .ARC, .asc, .asf, .asm, .asp, .avi, .backup, .bak, .bat, .bmp, .brd, .b
z2, .cgm, .class, .cmd, .cpp, .crt, .csr, .csv, .dbf, .dch,.der, .dif, .dip, .djvu, .doc, .docb, .docm, .docx, .dot, .dotm, .

dotx, .dwg, .edb, .eml|, .fla, .flv, .frm, .gif, .gpg, .hwp, .ibd, .iso, .jar, .java, .jpegq, .jpg, .jsp, .key, .lay, .lay6, .Idf, .m3u
, .m4u, .max, .mdb, .mdf, .mid, .mkv, .mml, .mov, .mp3, .mp4, .mpeg, .mpg, .msg, .myd, .myi, .nef, .odb, .odg, .od
p, .0ds, .odt, .onetoc2, .ost, .otg, .otp, .ots, .ott, .p12, .PAQ, .pas, .pdf, .pem, .pfx, .php, .png, .pot, .potm, .potx, .

ppam, .pps, .ppsm, .ppsx, .ppt, .pptm, .pptx, .ps1, .psd, .pst, .rar, .raw, .rtf, .sch, .sldm, .sldx, .slk, .slIn, .snt, .sql, .
sqlite3, .sqlitedb, .stc, .std, .sti, .stw, .suo, .svg, .swf, .sxc, .sxd, .sxi, .sxm, .sxw, .tar, .tbk, .tgz, .tif, .tiff, .txt, .uop,
.uot, .vbs, .vcd, .vdi, .vmdk, .vmx, .vob, .vsd, .vsdx, .wav, .wb2, .wk1, .wks, .wma, .wmv, .xlc, .xIm, .xls, .xIsb, .xIlsm
, Xlsx, xlt, xltm, xItx, xlw, .zip
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