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WannaCry Ransomware 

Analysis Report

A major ransomware attack has affected many organizations across the world reportedly including the

PetroChina(Gas Station) in the China, NHS(National Health Service) in the UK, FedEx in the US. The malware

responsible for this attack is a ransomware variant known as 'WannaCry' (also known as ‘WannaCrypt’ or

‘WannaCrypt0r’). A WannaCry ransomware finds vulnerable machines connected to the network, seeking for

SMB remote code execution vulnerability targeting Windows XP and higher.

Once the Ransomware infection takes place, existing files such as documents, photos, music, videos, etc. in

the system are encrypted and volume shadow copy(VSC) intending for file recovery is wiped out. Highly

effective on taking files hostage, making the situation to pay Bitcoins for decryption keys.

According to numerous open-source reports, a widespread ransomware campaign is affecting various

organizations with reports of tens of thousands of infections in over 150 countries, including the United

States, United Kingdom, Spain, Russia, Taiwan, France, Japan and Korea. The software can run in as many as

28 different languages. The latest version of this ransomware variant, known as WannaCry, WannaCryptor or

WannaDecryptor, was discovered the evening of May 12, 2017, by an independent security researcher and

has spread rapidly over several hours, with initial reports beginning around 4:00 AM EDT, May 12, 2017. Open-

source reporting indicates a requested ransom of .1781 bitcoins, roughly $300 U.S.

Source, https://intel.malwaretech.com/botnet/wcrypt/?t=24h&bid=all
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In South Korea, WannaCry Ransomware's arrival was confirmed for the first time in 2017-05-12 19:34:33

(GMT+9). WannaCry Ransomware's the first infection time was similar to foreign countries, or rather faster

than the time spent on overseas media reports.

It is well known by now, the exploits have been made available on the Internet through the ShadowBrokers

dump on April 14th, 2017 and already earlier patched by Microsoft on March 14th, 2017 as part of MS17-010.

But the patch was not supported at that time such as Windows XP, Windows 8(VISTA) and Windows 2003

Server due to the product was the end of sale(EoS) that means no longer support any security update and

patch anymore. It was one of a reason why the WannaCry ransomware infection rate was so fast and spread

itself rapidly.

The Windows SMB protocol is a very old Microsoft technology that has been around for nearly 30 years. The

SMB protocol is a shared protocol used to share files with peripheral storage, memory devices and so on.

A variant of WannaCry 2.5 has been detected but, it has not even been detected by the fully signature

updated anti-virus software (as of 16:00 on May 17). (In the picture below, only 3 of 61 the world's computer

virus vaccines are detected as malicious code.)

Step by step breakdown of WannaCry Ransomware infection behavior is as below.

Source : https://www.virustotal.com/en/file/925b3acaa3252bf4d660eab22856fff155f3106c2fee7567711cb34374b499f3/analysis/
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Wannacry Attack step #1

The WannaCry creates a service named mssecsvc2.0, and adds itself to automatic execution in startup, and is 

executes remotely through the exploit of SMB vulnerability.

Wannacry AttAck step #2

By remotely gaining access over a victim’s PC with system privileges without any user action, the attacker can 

spray this malware in the local network by having control over one system inside this network, and that 

infected system will spread the ransomware to all vulnerable Windows systems not patched for MS17-010.

Wannacry Attack step #3

WannaCry ransomware is writing itself into a random character folder in the ProgramData folder(such as 

C:\ProgramData\tqdlfzbsctgohv917 or qarlldlnupcv423) with the filename tasksche.exe or in the 

C:\Windows\ folder with the filename mssecsvc.exe and tasksche.exe.
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Wannacry Attack step #4

The list of files generated by WannaCry Ransomware attack is as follows.

C:\ProgramData\<Random>

C:\ProgramData\<Random>\msg

C:\ProgramData\<Random>\TaskData\Tor

C:\ProgramData\<Random>\@Please_Read_Me@.txt

C:\ProgramData\<Random>\@WanaDecryptor@.exe

C:\ProgramData\<Random>\@WanaDecryptor@.exe.lnk

C:\ProgramData\<Random>\00000000.eky

C:\ProgramData\<Random>\00000000.pky

C:\ProgramData\<Random>\00000000.res

C:\ProgramData\<Random>\b.wnry (Wallpaper File = @WanaDecryptor@.bmp)

C:\ProgramData\<Random>\c.wnry (C&C Server and Tor File Address)

C:\ProgramData\<Random>\f.wnry (Being encrypted files list)

C:\ProgramData\<Random>\r.wnry (Ransomware Purchasing Info File = @Please_Read_Me@.txt)

C:\ProgramData\<Random>\s.wnry (C:\ProgramData\<Random>\TaskData Related ZIP Compressed 

File)

C:\ProgramData\<Random>\t.wnry (Encryption/Decryption Related File)

C:\ProgramData\<Random>\taskdl.exe

C:\ProgramData\<Random>\tasksche.exe (tqdlfzbsctgohv917 Service and Registered Startup Program)

C:\ProgramData\<Random>\taskse.exe

C:\ProgramData\<Random>\u.wnry (@WanaDecryptor@.exe File)

Wannacry Attck step #5

After the file is created, the tasksche.exe file is executed to perform the file encryption operation, and the 

hidden attribute value will be set (attrib + h) for the encryption target file.

And then execute the following command for the purpose of obtaining authority to the inaccessible folder or 

file.

“icacls . /grant Everyone:F /T /C /Q”

Also, for the effective file encryption, execute the following command to terminate the specific process.

taskkill.exe /f /im mysqld.exe

taskkill.exe /f /im sqlwriter.exe

taskkill.exe /f /im sqlserver.exe

taskkill.exe /f /im MSExchange*

taskkill.exe /f /im Microsoft.Exchange.*
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After that, WannaCry will encrypt the files on the hard disks, external hard drives and even also USB devices 

with the following extensions

After encrypting in WNCRYT format, finally being encrypted file name will be changed to “<original file name>. 

<original file extension>.<WNCRY>.

In the file encryption process, the original file is not deleted until the encryption of the whole disk is completed. 

When the file encryption is completed, the original file is changed to "<number> WNCRYT" in the temporary 

folder "C: \Windows \ Temp", so that it cannot be recovered.
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Wannacry attack step #6

After finish the encrypting the files, execute the following command through the execution of the “@ 

WanaDecryptor@.Exe” file, then delete volume shadow copies and change boot recovery options to prevent 

recovery to a state before encryption..

Tor related file will be created in "C: \ ProgramData \ <Random> \ TaskData \ Tor" folder for 

communication with C2 via Tor protocol

cmd.exe /c vssadmin delete shadows /all /quiet & wmic shadowcopy delete & bcdedit /set {default} boo

tstatuspolicy ignoreallfailures & bcdedit /set {default} recoveryenabled no & wbadmin delete catalog -q

uiet
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Wannacry attack step #7

The WannaCry Ransomware message window created at the last step generates messages for 28 languages, 

including Korean, depending on the language of the infected operating system. 

For the purpose of Q&A, @ Please_Read_Me @ .txt is created, and the desktop background and information 

messages are changed to @ WanaDecryptor @. Bmp file.
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When every encryption activity finishes, the message window appears with the message “Wana Decrypt0r 2.0”, 

If you don’t pay the money in time, increase money for decryption or impossible to decrypted any files.
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Wannacry attack step #8

Especially, WannaCry ransomware will be executed with already registered window registry key and this 

activity will be executed automatically whenever your system boots up.

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Run

- "C:\ProgramData\<Random>\tasksche.exe”

Wannacry attack step #9

A more serious problem is that WannaCry Ransomware has the ability to spread itself through various internal 

and external IP scans via port 445 on infected devices
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The disk spaces of the infected device may be overloaded and the capacity may be reduced. Therefore, you 

should take action to remove malicious files and take steps to prevent them from being re-executed the 

ransomware.

WannaCry Ransomware, which is currently active, is mostly version 2.0, but among the malicious codes 

collected overseas, 2.5 or 4.0 new version being developed for attack is confirmed as below image. So, With 

unknown vulnerabilities and various spreading methods, the WannaCry Ransomware variant is expected to 

continue to be attacked in the future.
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Ref. 1. [IOC / Kill Switch] Current time on 16:00 May, 15th, 2017  [1]

www[.]iuqerfsodp9ifjaposdfjhgosurijfaewrwergwea.com

www[.]ifferfsodp9ifjaposdfjhgosurijfaewrwergwea.com

Ref. 2. [IOC / C2 Domain & IP] Current time on 16:00 May, 15th, 2017 [2]

57g7spgrzlojinas.onion

76jdd2ir2embyv47.onion

cwwnhwhlz52maqm7.onion

gx7ekbenv2riucmf.onion

sqjolphimrr7jqw6.onion

xxlvbrloxvriy2c5.onion

1.rvb87.org

astra4925.startdedicated.de

belegost.csail.mit.edu

belegost.seul.org

blogs.a01x.de

cloud.cfotr.com

cryptochess.rvb87.org

cyberdynesys.org

dannenberg.torauth.de

ehlo.4711.se

ftp.rvb87.org

imap.rvb87.org

ip93.ip-94-23-173.eu

joostrijneveld.nl

kerksanders.nl

kili.joostrijneveld.nl

lfbn-1-14687-209.w2-3.abo.wanadoo.fr

maatuska.4711.se

marliesrijneveld.nl

mysql.rvb87.org

ns1.epow0.org

off-scan-21-12-2014-mvd.ditchyourip.com

poop.rvb87.org

ppcseed.ns.7server.net
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ramonj.nl

rvb87.org

seed1.fair-coin.org

static.148.176.243.136.clients.your-server.de

stigatle.no

testnet3.btcseed.kronolabs.com

testnet-seed.bitcoin.petertodd.org

testnet-seed.bitcoin.schildbach.de

tor.epow0.org

tor-exit.stigatle.no

www.rvb87.org

2.3.69.209:9001

50.7.151.47:443

50.7.161.218:9001

62.138.7.231:9001

83.162.202.182:9001

94.23.173.93:443

128.31.0.39:9101

136.243.176.148:443

146.0.32.144:9001

163.172.153.12:9001

163.172.185.132:443

163.172.35.247:443

171.25.193.9:80

178.62.173.203:9001

185.97.32.18:9001

188.166.23.127:443

193.23.244.244:443

213.61.66.116:9003

217.172.190.251:443

188.166.23[.]127:443

193.23[.]244[.]244:443

2.3.69[.]209:9001

146.0.32[.]144:9001 

50.7.161[.]218:9001

217.79.179[.]77

128.31.0[.]39
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213.61.66[.]116

212.47.232[.]237

81.30.158[.]223

79.172.193[.]32

89.45.235[.]21

38.229.72[.]16

188.138.33[.]220

Ref. 3. [IOC / MD5] Current time on 16:00 May, 15th, 2017 [3]

d724d8cc6420f06e8a48752f0da11c66

24f32da258b8c42c71abfb7577fb35a8

84c82835a5d21bbcf75a61706d8ab549

db349b97c37d22f5ea1d1841e3c89eb4

f107a717f76f4f910ae9cb4dc5290594

7f7ccaa16fb15eb1c7399d422f8363e8

800446ec5d8b6041f6b08693d8aa1d53

fefe6b30d0819f1a1775e14730a10e0e

f97d2e6f8d820dbd3b66f21137de4f09

7e6b6da7c61fcb66f3f30166871def5b

5bef35496fcbdbe841c82f4d1ab8b7c2

638f9235d038a0a001d5ea7f5c5dc4ae

86721e64ffbd69aa6944b9672bcabb6d

d6114ba5f10ad67a4131ab72531f02da

80a2af99fd990567869e9cf4039edf73

f0d9ffefa20cdadf5b47b96b7f8d1f60

3c6375f586a49fc12a4de9328174f0c1

4362e287ca45a4862b7fe9ecaf46e985

509c41ec97bb81b0567b059aa2f50fe8

7a2726bb6e6a79fb1d092b7f2b688af0

007a71c83b7e5e7dee8cca4cb13e86c1

31dab68b11824153b4c975399df0354f

54a116ff80df6e6031059fc3036464df

3175e4ba26e1e75e52935009a526002c

246c2781b88f58bc6b0da24ec71dd028

bdda04ebcc92840a64946fc222edc563

93ebec8b34a4894c34c54cca5039c089
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82fd8635ff349f2f0d8d42c27d18bcb7

46d140a0eb13582852b5f778bb20cf0e

f9992dfb56a9c6c20eb727e6a26b0172

c39ed6f52aaa31ae0301c591802da24b

c61256583c6569ac13a136bfd440ca09

bec0b7aff4b107edd5b9276721137651

b7f7ad4970506e8547e0f493c80ba441

2b4e8612d9f8cdcf520a8b2e42779ffa

05a00c320754934782ec5dec1d5c0476

9503af3b691e22149817edb246ea7791

f9cee5e75b7f1298aece9145ea80a1d2

32f5d4bb6e967ac8c15950322b69975b

7c742d6cc135784323395ecc7d526bf6

b8a7b71bfbde9901d20ab179e4dead58

84a912cc30e697c4aab6978fb2fceb7c

835fff032c51075c0c27946f6ebd64a3

3e0020fc529b1c2a061016dd2469ba96

ff81d72a277ff5a3d2e5a4777eb28b7b

eb7009df4951e18ccbe4f035985b635c

57aaa19f66b1eab6bea9891213ae9cf1

08bab082019257268a3726ae75463f47

92cc807fa1ff0936ef7bcd59c76b123b

82fc5885862b097be5ec9ec2176e30f1

13d702666bb8eadcd60d0c3940c39228

947d69c0531504ee3f7821574ea405a7

c3e7343ae0de8f6c6a907ba06925fe19

0156edf6d8d35def2bf71f4d91a7dd22

38089fd3b6f1faa54cfe974fd1e29f0a

52ba0c7470f214486da9a6c7a710afa0

1fd3d102d83758e8317df2380821e807

7d31adca26c6c830f6ea78ed68de166b

df535dcb74ab9e2ba0a63b3519eee2bb

2822abbaff89f989a4377b3c54067540

57b5c96abfd7ab5f33d9e3c20067687a

8ff9c908dea430ce349cc922cee3b7dc

8424e87370e83d18d1239f43238b318b

efa8cda6aa188ef8564c94a58b75639f
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4b27c04d8c3befc0b534c1e41933245d

b0badc4ce72ce584ef0855249dbb0d98

a155e4564f9ec62d44bf3ea2351fd6ce

0fb1ce09b168987ce7f47bcd82fa034d

bb54f7f62e845ce054d1b3234ea52b22

b33c6822e68a5a1a666579681fdc5429

c39f774f7b4257f0ec3a7329063fc39c

b77288deb5e9ebced8a27c5ea533d029

a0feeb586e91376a36e586504f25c863

f75b0a879aa40db2bece5553a9eaa069

b0a61ac3f9665e6c967b8d58a2db9fcc

5902d0ea85b00f59a44c6d1c9174da56

19f28e4f56b1796cf7ab44b46546a504

254d785f692e4590609df7018ed69035

a77d1e53dd2089e2a040c8b96a523132

27cb59db5793febd7d20748fd2f589b2

c21200c655deb19ef1e1e570cd0393ec

16aa3809de7a2a87d97de34ed7747638

51e7d2cde395ba71078fcd998427c119

358dff8d2be4aff312073979ad025f9b

Ref. 4. [IOC /SHA256] Current time on 16:00 May, 15th, 2017 현재[4] 

000de89bb90f7a8683144868ee84d91c2312b55038fb71e52a15e0d0befb9b8e

00fdb4c1c49aef198f37b8061eb585b8f9a4d5e6c62251441831fe2f6a0a25b7

0101893719d3a9ab8d89e309c5fa03b878d6cfc3da3ae4e7e2796cefd71cf4b4

01541daa8c2bde09d6c82dfeec4e739d4f37652b970a6ed6a0bfde5677d53691

01b628fa60560c0cb4a332818cb380a65d0616d19976c084e0c3eaa433288b88

02932052fafe97e6acaaf9f391738a3a826f5434b1a013abbfa7a6c1ade1e078

02d52143da7a5037ca9e1de5e59885022ab6d16de5db58ed903ae759d1e1fb24

03363f9f6938f430a58f3f417829aa3e98875703eb4c2ae12feccc07fff6ba47

036e3aa8a3ee2e5df8f957922067abba1f37633d02fbc8566e020079d1e223bd

03b04cc3f9d64cf981be6aeb3ce0cf6a8694ecfc7425ac99bf03cd40e9550218

03e2f8bcb0c93df0cf994a622677907ecd558f8fa3d7625a97d638df36900d07

049b7ea5eccbfc53fcef6d35ba85cd809be4ab175074ae7321fd9ace076a0b58

06111d44f4ea9149277253696e12fa655c87fb6181e9dc33cdb9296e311a3304

065e46dbdf5251bf334f6a383fbaef19be8da04d2b5692f1aba6f9b533b40974
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07bd75c4c6dc26be6a21c044c0535a7b06ba3b1834cbade71427436bde6763fb

07c44729e2c570b37db695323249474831f5861d45318bf49ccf5d2f5c8ea1cd

09a46b3e1be080745a6d8d88d6b5bd351b1c7586ae0dc94d0c238ee36421cafa

0a26612bc265d0cb2a7dbeec1c37fca6ae2fb1b4de19545178e655bb62b9961f

0a73291ab5607aef7db23863cf8e72f55bcb3c273bb47f00edf011515aeb5894

0af8de5c6de8cfb4a4ceebcf7bdcc00170f3ec9f420bad66200fe6d942b92f46

0bb221bf62d875cca625778324fe5bd6907640f6998d21f3106a0447aabc1e3c

0caa1566e439c01d88c953382b26f9d2f7f279594ebe986c06e7781a71cf9d74

0db91ff8822f1623fe36d712b5f56d339dc21008f1ecc617a5de2f522039c5b3

0e6b4811cef5f0f2e507c6629ef798520b8fb0485014760831b27604ddf836e8

0ea1c54ac32651a83f88a8d50f4c32085d872fe697a02ff7af4b2be6bee83e19

0eb975bfb48165abd4be164a4ec28340bab4e937ead15ad77a3575f36d5b221f

0ec811324df2c93c2bf2d005ede23d0ae28fc25137d1e9cbdb83e208999eb93f

0fc245e8a1134e31b7687fb7501faa05628813c87b9561ee26f2092cb76e5a36

11011a590796f6c52b046262f2f60694310fa71441363d9116ada7248e58509a

11d0f63c06263f50b972287b4bbd1abe0089bc993f73d75768b6b41e3d6f6d49

11fd66b4e1090c9af7ea59daf7f62fa6ae3090c10042aa0826eacb3e226636ad

1214e010178a1bdab5ce0ee9fe1bd2ef425f1a315798afa1390a98f8e3857898

122068a73ba511848fcc85731cbc41e81676c725b49e697af39f65f68494625a

146f61db72297c9c0facffd560487f8d6a2846ecec92ecc7db19c8d618dbc3a4

149601e15002f78866ab73033eb8577f11bd489a4cea87b10c52a70fdf78d9ff

14c498948724d72311aa6fea90a3a6473927daaa3836051d5ca97fad377459e3

14f124f2dff97ca2d0fa8c53f1225c5307b50b43b4a401d2a708b0c1c12584dc

16493ecc4c4bc5746acbe96bd8af001f733114070d694db76ea7b5a0de7ad0ab

16a2a471038f5e4e79c816ceb0c2eb272463c37268b7b4e845f287f5027f070d

1729b1140f6f139e57f42d6f26ae78d74745588871190ee74b901aed860f3280

17d5ba3dfa5c765d85c7a8c3c012f30bdfda2ece32f610503bd1475062487b2a

190d9c3e071a38cb26211bfffeb6c4bb88bd74c6bf99db9bb1f084c6a7e1df4e

191f3e94249f21fb596b4dba7eb197ab89bacae93f1b1fdbd9db733904bd5438

19ee90ce04745337b6808d0714ec6b4e07e86fdc21506dbc9253bc4c9d95ca13

1a84fd4b0e9b475cf09dd78668ce77c7c56f23c07d9ef969b8abaf3fecd43e4b

1adfee058b98206cb4fbe1a46d3ed62a11e1dee2c7ff521c1eef7c706e6a700e

1b974d46cde9f6e837ec369120dd2727eb774ca58fa8d552b9baeb2c41fc0cdc

1be07198c324c9732d4e2676945ec021eeacd78775aea2100f49ca0483d3f901

1be0b96d502c268cb40da97a16952d89674a9329cb60bac81a96e01cf7356830

1c50aab8555945315f9850222c95ccf9335b6eeea990cfe6424f2d3d14f4ae0b

1caaa6e55bceeb27ba1e2d9918bae4161592d722fd16bf348bb5b98a501ef908
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1cbcbf5a77d2d235bfc6dcf769169f6b0d96c0377bcaa128589025bb9d8cec9a

1d2e6e6c98ea8c09fcb9287d82bef1940c89cbbcaf12a3ea0fd544f939beb5f1

1d55e742356c5318e59ff68111f0b6468fc75daad48d3cf9c277d8123b5baac3

1e650e9dfb7cc094c389534c483719028886eafa143cca548c7b0b2916540bb7

1e6753f948fa648ef9e0d85795b7f090968ee1f240efc0628283776ea55ccb0f

1f01ed57b60951c4fd7de05a5d4b324a9ffff272a34aa2f1d4859e4936d99e26

1f14937ccb88737f786a247fc91ea99338f8f99a42852d8fbc3fdce4d7b5ce75

1f21838b244c80f8bed6f6977aa8a557b419cf22ba35b1fd4bf0f98989c5bdf8

1f40615d6a9986a92453215e874e9aa63be2f241cb588c6810bcc889cc51d2da

1f7c6b5942809f649df4354ad6c98c13fb9879be2214882b7a02777119b574d0

1fd1b393afc46ee0303c2a0981637da0028ca344b12bc3b816e1f8ddd282e1c5

2134dd25d73096e4c0c88fd2496c1774b8f4d3a9d576b9060318d78cf31feb69

216ffa480d22bb605785da975191e80fe9ef810a93d2f0893921a4265c9a89aa

22ccdf145e5792a22ad6349aba37d960db77af7e0b6cae826d228b8246705092

23e5e738aad10fb8ef89aa0285269aff728070080158fd3e7792fe9ed47c51f4
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8da5bc1d2b979e1e7f4d9643c2431e90540822d7d80554159dc7fa3a6458457c

8ea4728c5afbd89a1bd5bd3b8f2d58b06bb11a69543004700a218f13af2ed62e

8ef566726496c895c55f4c565363fe607f0f7c7dd3d38b584b1f0ad439c922bb

901bcc902e4aac785a31ebbc651d666deab619a174a200138cb6da51cd185408

90e80d2d34afe6887b15147ee7a2b4b68cd804b491f7af096563dfc6ab4a4eb8

9174c0772a5f871e58c385c01eea1ed4b706675bf9bd6aa1667b9d3c40acb6fc

91ca0febaa0c337e7d098bd0628e47abf9c4cea25efe9f367bd21a9b344af3e0

91d7433fc106172b8de564dbacd8489806a652223d5b93ea51593027e13ef087

92b4266317ea9c697fdda4515e2960d01f086d8e5bb2d681d170979d7f1eaf19

93dfcb73371b38320a6dc633cd5eb22f94e4dc3be36cbaf834896dd62059efc3

940dec2039c7fca4a08d08601971836916c6ad5193be07a88506ba58e06d4b4d

942bd43d9e3fbce9b110964b3b4af284b62da86b278b8145d97c455ee10a355c
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95f3238c90a0fc265800569a7638c14feac44d735e590f4e7ef137d49b2f6d14

961fa96693c2512e6b61ea899bdc423f186179943782250a59103387fc780b9a

9625cf3aa21a1aff64dc6d5e56c5915df3567c2a4cfa5e9027d8cf75b54eac63

971e1c276a348212a7fe0757022cd5b0d13f6cbf740f82982bd667c1f00546b6

9727be564431c50cad790d13306a5848a230a41761ec550d13a569e7992a193c

97627a13d2715875ddaaf658ed2657754612d3b368ae099453a3733595d53041

97ebce49b14c46bebc9ec2448d00e1e397123b256e2be9eba5140688e7bc0ae6

98af59d3448e804d6f5a53d995b73121afed7aeb12cfee396915419c7c129a82

99a8ab5be4bc755989479049267a2cfeda3b54af08fc0ea3037578e94cf470e4

99ef8c1bb5b4060958e6db5b092ddd167e307a7cf34d366afabdb5ceb1a9035d

9ae39945353bcd8dcb4def3df1f975c39ffd37b8659239da92291d5df68d60a1

9af86cdc671026210d36fc597de8252417797c3bb1588c4937d876dc59f8111c

9b60c622546dc45cca64df935b71c26dcf4886d6fa811944dbc4e23db9335640

9bd38110e6523547aed50617ddc77d0920d408faeed2b7a21ab163fda22177bc

9bde3b313a2161f01ec0165d7871771b37fdc9311b4ccfbba02e14ae765d0761

9cca7fd9c03f0bf13e1920af2d3e733e6c1192a1add924d15b38f146e8956c66

9dd562129aa0cef4cee8f7e4cf1f1ac0747d7bd50744cb2d597fe3a824a177a8

9df44327ad68c835e9f79355744bf868a8df6cdb54852a2ac5d7f03f4f485a1c

9e387fd488870c1aa421dffe1b99840af91e298dc086b6b56552da2738bca808

9f68404d5c1c1c3e7a237ed0b87dae4d8af42ffe9c736514524783eabcb7ae30

9fb39f162c1e1eb55fbf38e670d5e329d84542d3dfcdc341a99f5d07c4b50977

9fc129c37c545ec23b3c59e3319d31509cb9ecdd2eeed90ff8a1a99a39bfcd1c

9fe91d542952e145f2244572f314632d93eb1e8657621087b2ca7f7df2b0cb05

a02748c3078a897cff8c4c66292662712d62e39b580465251bca6851ab6931a3

a0356696877f2d94d645ae2df6ce6b370bd5c0d6db3d36def44e714525de0536

a0be20c014e384c5f38847723d11a20c82a34315f8303a2825df6f352ca29503

a0f77a386b0129c4c584ed1426f4aa271a816e676cfd80ef2ff8d8d3d7470785

a141e45c3b121aa084f23ebbff980c4b96ae8db2a8d6fde459781aa6d8a5e99a

a1d23db1f1e3cc2c4aa02f33fec96346d9d5d5039ffc2ed4a3c65c34b79c5d93

a2726df3632eba623ebb76c373ec44ba733af9483326bab4cc6a6efc67f5d566

a295f3ab2850aa2404130de71385512625fd7ec2472fb97c92bd15f0b801fa28

a3afb85c72d8c44b98839619c3406650136772ac32107a13bb2dda0b3403064d

a4138a49806c238ab0119abf0ac08abc60d07670438ed41fccc93970a4c88cf8

a43373ea825f3429468021c4ca45c2fb9dd43db50cc146112665d3fd9283681a

a4915232a46759dd27bd939e5a9161571a5e00038e4f2bd95c6b2213edf09b38

a50d6db532a658ebbebe4c13624bc7bdada0dbf4b0f279e0c151992f7271c726

a67d2464b05192eff486da02fe3ead8a238124adf0166f7b9ce75e32bf0487a1
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a74783bb813b2e053013a8ac9afdc89d250c2c086bbe9f793bec6b64bb95c9f4

a75aac5859118701e6a664c69d47e9e3a8f517dbc879d5688ab4186dbbae4417

a75bb44284b9db8d702692f84909a7e23f21141866adf3db888042e9109a1cb6

a97aa36126c34d2609385308f4faefee91c1ba7b5a77ae27708a9f2754df70b0

aa62afcbec704531ce9707f5b076f611abd365844c3e0a4a81f8c06739d6bb52

aa958f00e889dc65530ced1797ebaf366a18ec17d2c82ffcb7747e570da7e0ea

aa98d85b6a5a50c91899824a6f6fac52d9580e91e1d6390610d520f66d1ce49f

aaa9c17fb9e8ef253c9c43aa476c8229e1693dcc04298e85ef048c0b4cda99f6

ab126afab8ebf378534f7799c3a3da96b98da43a95994ed7012cabc2ff04acef

ac7f0fb9a7bb68640612567153a157e91d457095eadfd2a76d27a7f65c53ba82

ae0ab8cb25dbf55cf19a5d928eba38be34b105b492295dc5b710b774447d8711

aea79945c0f2f60de43193e1973fd30485b81d06f3397d397cb02986b31e30d9

b0a60b16b94b4fe860a0399cdf2f57e5a7d416164c988c83947cfa79f6af1495

b0e6b16b85f804e9327e722ce618c54db3116f39d369f8958ba6a935fb35c2b6

b25a1434ceb65cdd4d629cd84c5476ce66bdf3c8a5b794d5c262d9256c6d5662

b3c39aeb14425f137b5bd0fd7654f1d6a45c0e8518ef7e209ad63d8dc6d0bac7

b43b234012b8233b3df6adb7c0a3b2b13cc2354dd6de27e092873bf58af2693c

b47e281bfbeeb0758f8c625bed5c5a0d27ee8e0065ceeadd76b0010d226206f0

b4d607fae7d9745f9ced081a92a2dcf96f2d0c72389a66e20059e021f0b58618

b55d23b9df8ffe5678234a2ebc473afb3024015c2a79dfef33a1824d08396139

b66db13d17ae8bcaf586180e3dcd1e2e0a084b6bc987ac829bbff18c3be7f8b4

b69d50704ef6e3f73bd6de930f1d38286f2ecbcf5121335205f383e96becb51d

b6c603ba9cd54717b72a4346782dc50e4e5bf5cc4b7684e92047a042d8a045e7

b8265504eeb8b9c6cab347f63dcc583c86de2b82f424512468e855ed676ab749

b83c69ec778987e2cb405a25ebf83a78ff3e03da56a3bf520f967b5434810efb

b91c95c7ca523fc55ba4709e5b2186d65328c6e2b5b4d5c20458f21116bdc58a

b9318a66fa7f50f2f3ecaca02a96268ad2c63db7554ea3acbde43bf517328d06

b9c5d4339809e0ad9a00d4d3dd26fdf44a32819a54abf846bb9b560d81391c25

ba471a114092812161da8b0473a80ffedad64764f445bfd1caef96181dbb8e57

bb4a296fab592f711fc8f374c1535a21f9731be13714335aa0c6e155c7cf94cb

bc8136b40b4164afcbcb4e14f6fd54ca02275ff75b674eb6fd0a8f436f9b1181

bd7824d2d96aca1f4260c92e6888c93ef6a64bd8f98d5a0ef0bbe217f0a3b9fa

bd8d4ca2fb657e55427b11d980939c4b5c60c9279473fe38bf227470b6cfde56

bd927d915f19a89468391133465b1f2fb78d7a58178867933c44411f4d5de8eb

bd9f4b3aedf4f81f37ec0a028aabcb0e9a900e6b4de04e9271c8db81432e2a66

bdba2a30fc1e852495c0da8fe48aad003698e19578a98592ed43ce5ca06d41d0

be86f17026a0325145d9a41a6176204800eece2348f366871ca8a879dae5f1b1
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bf29ee9b6ff3c8609f3d6908bd0aeaa38f2c66eb76fa18ce69811f7a888fa7d7

bf40d69a938e922c073632937b565015b262139884ffe138d4d9358295203b65

bf446589a7208b81b436a0c0fe7e54c6e2994a80b07097bfef6091af3a4fe710

bf9d0f1376e505594803301deff62f9dbac7dc05bb8ca213d59b89e59c8e344d

c1e73b220cad449d045e972ac263e234ea93853758afb3f48340495a33d0c6cd

c1f929afa37253d28074e8fdaf62f0e3447ca3ed9b51203f676c1244b5b86955

c26e5eb8ec5b72e2c6368156f112f78906a57b393845233e727a8b2e3df790a4

c354a9a0bbb975c15e884916dce251807aae788e68725b512a95f7b580828c64

c365ddaa345cfcaff3d629505572a484cff5221933d68e4a52130b8bb7badaf9

c38eea1588b8bffe4e19a8af09bfe17281e6e6afc7e2fbbecef3af96df9a347a

c56df1fbf0e190a6c9a010b57099bbbd5dbfab4a8dfefa821746fb2ad3e9984b

c6547663f0d8bd87cda36cbcdfe336b59242479798d2eb584815444fa0e13eda

c78019118a3b9c5f4a37f10aab76717c1d28dbefeebd233ef21462ba43db6cbd

c8c2131e1d22bff3ef6342254a43d658a3c5fc8081c4ffb7d9b0ced78b7892f1

c8d816410ebfb134ee14d287a34cea9d34d627a2c5e16234ab726cf9fde47ec6

cb5da96b3dfcf4394713623dbf3831b2a0b8be63987f563e1c32edeb74cb6c3a

cb788066b7be02e3611f95645f743456f1629caa1cf846bd2ea3f9a765190a64

cc6c992339fec4018f17c3bbe18ffadc278f33ee6b1ecc0cbd6da94a5304283d

cc77b10283cc371ec5d2655d118144e4c16dd4df98e18dd269b2babb79a0521a

ccdf75e5394138aa2a0b543bd5dcd91eb30778744371761b8dfa2a6aa0f6ca20

cce675d3970408c16a6e4fd559aaac69c30a296cc55445835594a958fe5d831c

cd53771c1aa9d8b91d362feec69a03a02fbfcc8c922e2ed538854b77f9d806f2

ceb51f66c371b5233e474a605a945c05765906494cd272b0b20b5eca11626c61

cfe5823f998a41ff1489389ec8b68f328e6bc7bc4eb8f2ffdd1ba7f2f5c70083

cfea4103d55c9d340e0bf0341a55a1e26b36c4e6296a4018013c6913c3a88615

cffa23a57ce8b7624df7c4876084f752cc3b5e17017d972a82456d6e7d45688b

d0320c5f4a3a3701105b7d731d98a0c344210275e2686f1a21448f8c7a4da4ae

d06292618fa7ff675d8e4d0989e28387653b8196d5e4cbe9a3bf4b8c07421ea2

d147d5bb306c373c8b04a957ffe222e44ee3d9baa957e003bd90887513abb0aa

d291987f8d0680c6e03cd000d0b54ec973b701559fb430c8918381dec0fce35a

d47afd5f3adb318f6146e75ce7b831368b2b923d8c2060074ace72d55b4fb5de

d59ac84d6c9892f032502471c5863d812640b7eef4d18b25539650f71a116508

d5e0e8694ddc0548d8e6b87c83d50f4ab85c1debadb106d6a6a794c3e746f4fa

d644315de6c49775e880bc2bb5843bb0a1a71839f098bb3a2f2c4cda2161f3a1

d6a9c5166373781cc94ce54cd366dc0abe1a1e053bd69b7b179f4546305b1103

d8489f8c16318e524b45de8b35d7e2c3cd8ed4821c136f12f5ef3c9fc3321324

d849067bf9365d99088cbb935a98477cd38519e3ab8ac1bfe662588f8177d22d
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d8a9879a99ac7b12e63e6bcae7f965fbf1b63d892a8649ab1d6b08ce711f7127

db1b99e4a352adfefed4dadf0af26cf985874a81ddb020e90c0d74902c3154da

dc1a3cb7460ebb3433a1798b0b3ed5dfce2d8428ef1256a3bb01ae4d67c77543

dc3efec2822223b83bb029a4d9309851b466cf180e448729c4410d1d78856941

dc5fee3a29a9c0b8c8b2051d21ec6d6e69ee96a9215090994594ebf25f12a2d5

dcbd0ca3ab92aa9b7176e9153d9a71678b7091d8c843d09bbac27660ab6b597c

ddf27a57f3988279fcad527bab0c558957f5248ec4f605647957195fc6ad570e

de1fb3f687161900f15243c0912a40bacf4df938a718c75a73f80ffc3bf3a2d3

de7928607516e9a53e981ce98ac6349846cc7c30b787990be23531715dff1cb6

df039caf180d9c7befc8c4b47885231721005c02344824153c65e694bf17d7b8

df4ba3ef87d999377f3681c3741175cc9296d24013e81dd59a79aafd3c1e93cf

e0ec1ad116d44030ad9ef5b51f18ff6160a227a46ffcf64693335c7fb946fad6

e13cc9b13aa5074dc45d50379eceb17ee39a0c2531ab617d93800fe236758ca9

e14f1a655d54254d06d51cd23a2fa57b6ffdf371cf6b828ee483b1b1d6d21079

e2cb09133788aa73f8ff68f344f084fb676b46f25b40205f21c074dd1d1d2f36

e2d1e34c79295e1163481b3683633d031cab9e086b9ae2ac5e30b08def1b0b47

e31668ef09ec181f13a365adac01560262e1a6df5999fd62502311e4104efa06

e365c1bee205f4827adb2198513ac362ee96d027c9cf7c9d838bc37476d4355b

e4024b8c3bce8461d83e0049214d320e6fe8f7e38e1896eba45b53fe6b2cd877

e510081f0a1f49c0b323d9bd32b8fc3ba5f46cced51bae3fbdd36038a1171d14

e5b8e1633b51e432e240f66e7eab378194393dfded7971bc1f8fa1173ed3c5ea

e5b9bfe333ee11538ae62cd9f34023d23e943970e771f74e088166e7c471166f

e5c117233e22d08a547c278ae7027815e22c196a083679126ab9646c781acb6c

e64178e339c8e10eac17a236a67b892d0447eb67b1dcd149763dad6fd9f72729

e71fb80dd2cead5297f95e4431a78e7e37aa27e6c204c558b0e27e3a0cb4db04

e7703a530738a16818974f279cb82b216c10b64d270e0c02beea8e16308b245c

e7a39735ee8777473c7405a70f470a0e00d6266d3126d3af59660e6a78dab2cf

e8450dd6f908b23c9cbd6011fe3d940b24c0420a208d6924e2d920f92c894a96

e9d1d718f760ce40f8c1d36f99abba247d8b4bcb12d6960b5e60997c896cda19

ea1d5bfe0f011bb515b77728235401ffb698feefd0d07d232b18fe9927083c47

ea685e119f712ed646594e90e95a2b63a7422a2049dfaf71615d9e8888584ee7

eb3193a1ba0b223a852db4822456ef58c27fe51db8bc1478169b8b27a25b7d27

eba3863c66183d4bfbc770ed5905f1a0a42d7b636327e20fdea734e87a3f94bd

ec82b602d6389c4586730bd45302acf3366132ed63667cf8cfb24c7e72419fac

ec9d3423338d3a0bfccacaf685366cfb8a9ece8dedbd08e8a3d6446a85019d3a

ed01ebfbc9eb5bbea545af4d01bf5f1071661840480439c6e5babe8e080e41aa

ed43c819cc24b76ac1c48a94680ae1e85f834d6ca128f6e1c0635ede13cb3dc1
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ee52964b832e1a44b92a4f0e6cde2e876d70131640856b120c0379ff8cc431aa

ef01bcc893dd06ef87c408dd5746fed32b104a9b62dc33657cc1dfa2033e1e8f

f0177bce7bf8f9c4eea8a4fe1c3334fc9a411c1c3e3fa8d66c30510e21604c4b

f029548806c8074a36435241d5f5586cd7b37fc651dd2a9178e915d2cef27bae

f0ae40aaec29c4fb88f81b62854c7fe21d16b528c1e2bb30b87ceb71f39e0ce2

f0eb62d9726857df9ccb8dc63187b6965d5af28b9ad1dbd34891b72bf3fd4e38

f107be9046c8e6fc6344e4fd59af124f169ba1fb913d4346d875c2689dc7d7b6

f2c76e7d43b58ae20768790668ef1f6bd029fcc73428ab62cab73a359933d33b

f2e7e528d0e248efa1eabe0b975dfd3725c6f5ced0e417cc7116b859771da5a3

f47611f6a5732349b95d5e4bd3cc1281c674af57e4505dfbed947e5bed6056ba

f4918e6e0dd52a8636d1dce97426c2fda9ec0ff6b3cf898f36789b9b15ab5f01

f4be731c48ed2c03830bea9b35831b1fea50b7c24ffeb6017780c7140735eddd

f5a35d7e800b4a8bd1ab6fed37cb2eadfe9a49d797b8340e57045e428620c506

f5cbff5c100866dd744dcbb68ee65e711f86c257dfcc41790a8f63759220881e

f6aaa3db6713bca5aa004973699cf6eba84e1f6e23a097f5c2ac5f49acf8d8ea

f822869beca76447281e6b50a12287e5819bc72bfe7560bca6a4fea9ebb9bf2f

f829c6c161261804eb7b1710022e39ce917044c6d266f528ebe1ac0581366077

f8812f1deb8001f3b7672b6fc85640ecb123bc2304b563728e6235ccbe782d85

f8d786c7b7777873826431d2e36cec484d1ba2de10578ef3a9ad29fe9df2492f

fa582e545339ede162f6f0726ed027d16dedf68116019c704ac52fd313a23007

fa7945b89c9d242c6d053298e94eb7c340142aa607a160f0dd0fe00f893488d7

fac03df1ff4a7a11414ac850706a3d31d7c3eb96c4bdf1e2daff3461faca5b17

fac0c429fecc007d06ff31b4fefb338b41de59c0300e775b8a4b04e00ef235ee

fd395bd3a890e0af8b95efee0b20ccdc15fc47694b1ab40a44d787fcc5ebd3c7

fd91f0117163e891e8c00f51069e761f0df2ed60afb97341524b24a8b17fbd42

fe43045fe3ea26b42b75d0eec447a666a87edbeb1194c902896167b72e7f2358

fe4a90768de3aad02a56de713c57962b33719776d6aa694cd11f0590828abd33

ff2d32717e83c6320de88681a727377376ea2ff9382fd2659a5ca2ec23da1c2f

ff42f05929a4c386996cf6fd6286c20f2724196f2f06c6943a47eab87a83cb17

ff8c6a2bd919496ae639347611681259c60a21762f3411da230998e443aa90cf

ff8fcdc4cae2c9ed5207e53bb5bf1d97eef8147977d2bddfe8f55be91410f32c
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Ref. 5. [IOC / File Extensions] Current time on 16:00 May, 15th, 2017

.123, .3dm, .3ds, .3g2, .3gp, .602, .accdb, .aes, .ARC, .asc, .asf, .asm, .asp, .avi, .backup, .bak, .bat, .bmp, .brd, .b

z2, .cgm, .class, .cmd, .cpp, .crt, .csr, .csv, .dbf, .dch,.der, .dif, .dip, .djvu, .doc, .docb, .docm, .docx, .dot, .dotm, .

dotx, .dwg, .edb, .eml, .fla, .flv, .frm, .gif, .gpg, .hwp, .ibd, .iso, .jar, .java, .jpeg, .jpg, .jsp, .key, .lay, .lay6, .ldf, .m3u

, .m4u, .max, .mdb, .mdf, .mid, .mkv, .mml, .mov, .mp3, .mp4, .mpeg, .mpg, .msg, .myd, .myi, .nef, .odb, .odg, .od

p, .ods, .odt, .onetoc2, .ost, .otg, .otp, .ots, .ott, .p12, .PAQ, .pas, .pdf, .pem, .pfx, .php, .png, .pot, .potm, .potx, .

ppam, .pps, .ppsm, .ppsx, .ppt, .pptm, .pptx, .ps1, .psd, .pst, .rar, .raw, .rtf, .sch, .sldm, .sldx, .slk, .sln, .snt, .sql, .

sqlite3, .sqlitedb, .stc, .std, .sti, .stw, .suo, .svg, .swf, .sxc, .sxd, .sxi, .sxm, .sxw, .tar, .tbk, .tgz, .tif, .tiff, .txt, .uop, 

.uot, .vbs, .vcd, .vdi, .vmdk, .vmx, .vob, .vsd, .vsdx, .wav, .wb2, .wk1, .wks, .wma, .wmv, .xlc, .xlm, .xls, .xlsb, .xlsm

, .xlsx, .xlt, .xltm, .xltx, .xlw, .zip
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